
PC-3000 Mobile: the list of supported mobile devices (ver. 1.5.5)

Vendor Model SoC / CPU /
Platform Notes Access  method Capabilities Requirements

ASUS Zenfone 4
(A400CG)

Intel Atom 1,2
GHz

Android 4.4.2+ ADB ► Full memory dump
► Dump of all partitions

ROOT Access

eMMC Reading ► Full memory dump Working / partially working eMMC

Zenfone 5
(A500CG)

Intel Atom
Z2560 1,6
GHz

Android 4.3+ ADB ► Full memory dump
► Dump of all partitions

ROOT Access

eMMC Reading ► Full memory dump Working / partially working eMMC

Zenfone MAX
Pro (ZB633KL)

Qualcomm
Snapdragon
632

Android 8.1+,
user data crypt

ADB ► Full memory dump
► Dump of all partitions

ROOT Access

Hard Key ► Decryption of user data partition
► Full memory dump

Working CPU & eMMC

Hard Key
(from dump)

► Decryption of user data partition
► Decryption of eMMC dump

Working CPU & eMMC

QualcommSerial ► Full memory dump WITHOUT
DECRYPTION of user data

Working CPU & eMMC

SD Card
decryption

► Decryption of mSD card Working CPU & eMMC

Data decryption (password, Android version, screen pattern,
touch and Face scan do not matter)

Full internal memory data access
WITHOUT DECRYPTION No encryption



PC-3000 Mobile: the list of supported mobile devices (ver. 1.5.5)

Vendor Model SoC / CPU /
Platform Notes Access  method Capabilities Requirements

Zenfone
MAX (M2)

Qualcomm
Snapdragon
632

Android 8.1+,
user data crypt

ADB ► Full memory dump
► Dump of all partitions

ROOT Access

Hard Key ► Decryption of user data partition
► Full memory dump

Working CPU & eMMC

QualcommSerial ► Full memory dump WITHOUT
DECRYPTION of user data

Working CPU & eMMC

SD Card
decryption

► Decryption of mSD card Working CPU & eMMC

Zenfone 3
Zoom
ZE553KL

Qualcomm
Snapdragon
625

Android 7.0+,
user data crypt

ADB ► Full memory dump
► Dump of all partitions

ROOT Access

Hard Key ► Decryption of user data partition
► Full memory dump

Working CPU & eMMC

QualcommSerial ► Full memory dump WITHOUT
DECRYPTION of user data

Working CPU & eMMC

SD Card
decryption

► Decryption of mSD card Working CPU & eMMC

Zenfone
ZE555KL

Qualcomm
Snapgragon
430

Android 7.0+,
user data crypt

ADB ► Full memory dump
► Dump of all partitions

ROOT Access

Hard Key ► Decryption of user data partition
► Full memory dump

Working CPU & eMMC

Data decryption (password, Android version, screen pattern,
touch and Face scan do not matter)

Full internal memory data access
WITHOUT DECRYPTION No encryption
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QualcommSerial ► Full memory dump WITHOUT
DECRYPTION of user data

Working CPU & eMMC

SD Card
decryption

► Decryption of mSD card Working CPU & eMMC

Zenfone 4
MAX
(ZC554KL)

Qualcomm
Snapdragon
430
[MSM8937]

Android 7.0+,
user data crypt

ADB ► Full memory dump
► Dump of all partitions

ROOT Access

Hard Key ► Decryption of user data partition
► Full memory dump

Working CPU & eMMC

QualcommSerial ► Full memory dump WITHOUT
DECRYPTION of user data

Working CPU & eMMC

SD Card
decryption

► Decryption of mSD card Working CPU & eMMC

Ark Benefit S504 MediaTek
MT6572 /
MT6580

Android 5.1+ ADB ► Full memory dump
► Dump of all partitions

ROOT Access

eMMC Reading ► Full memory dump Working / partially working eMMC

Black Fox BMM533D MediaTek
MT6737

Android 7.0+,
user data crypt

MTK_Serial ► Full memory dump WITHOUT
DECRYPTION of user data

Working CPU & eMMC

ADB ► Full memory dump
► Dump of all partitions

ROOT Access

BQ BQ-5522 MediaTek
MT6580M

Android 7.0+,
user data crypt

MTK_Serial ► Full memory dump WITHOUT
DECRYPTION of user data

Working CPU & eMMC

Data decryption (password, Android version, screen pattern,
touch and Face scan do not matter)

Full internal memory data access
WITHOUT DECRYPTION No encryption



PC-3000 Mobile: the list of supported mobile devices (ver. 1.5.5)

Vendor Model SoC / CPU /
Platform Notes Access  method Capabilities Requirements

MTK decryption
script

► Full memory dump
► Dump of all partitions

Working CPU & eMMC

ADB ► Full memory dump
► Dump of all partitions

ROOT Access

BQ-5505 MediaTek
MT6580

Android 5.1+ ADB ► Full memory dump
► Dump of all partitions

ROOT Access

eMMC Reading ► Full memory dump Working / partially working eMMC

MTK_Serial ► Full memory dump Working CPU & eMMC

BQ4585 Spreadtrum
SC7731C

Android 7.0,

user data crypt

ADB ► Full memory dump
► Dump of all partitions

ROOT Access

eMMC Reading ► Full memory dump Working / partially working eMMC

Spreadtrum
software
decryption

► Decryption of user data partition Working CPU & eMMC

Caterpillar CAT S60 Qualcomm
Snapdragon
617
[MSM8952

Android 6.0+,
user data crypt

ADB ► Full memory dump
► Dump of all partitions

ROOT Access

Hard Key ► Decryption of user data partition
► Full memory dump

Working CPU & eMMC

Data decryption (password, Android version, screen pattern,
touch and Face scan do not matter)

Full internal memory data access
WITHOUT DECRYPTION No encryption
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QualcommSerial ► Full memory dump WITHOUT
DECRYPTION of user data

Working CPU & eMMC

SD Card
decryption

► Decryption of mSD card Working CPU & eMMC

DIGMA DIGMA VOX
FIRE 4G

Spreadtrum
SC9832

Android 7.0 ADB ► Full memory dump
► Dump of all partitions

ROOT Access

eMMC Reading ► Full memory dump Working / partially working eMMC

Spreadtrum
software
decryption

► Decryption of user data partition Working CPU & eMMC

FLY FS405
Stratus 4

MediaTek
MT6572A

Android 5.1+ ADB ► Full memory dump
► Dump of all partitions

ROOT Access

eMMC Reading ► Full memory dump Working / partially working eMMC

MTK_Serial ► Full memory dump Working CPU & eMMC

FS505
(Nimbus 7)

MediaTek
MT6580

Android 5.1+ ADB ► Full memory dump
► Dump of all partitions

ROOT Access

eMMC Reading ► Full memory dump Working / partially working eMMC

Data decryption (password, Android version, screen pattern,
touch and Face scan do not matter)

Full internal memory data access
WITHOUT DECRYPTION No encryption
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MTK_Serial ► Full memory dump Working CPU & eMMC

Ginzzu RS97D MediaTek
MT6753

Android 5.1+ ADB ► Full memory dump
► Dump of all partitions

ROOT Access

eMMC Reading ► Full memory dump Working / partially working eMMC

MTK_Serial ► Full memory dump Working CPU & eMMC

Highscreen Pure J MediaTek
MT6572M

Android 4.4+ ADB ► Full memory dump
► Dump of all partitions

ROOT Access

eMMC Reading ► Full memory dump Working / partially working eMMC

MTK_Serial ► Full memory dump Working CPU & eMMC

HTC Desire 516 Qualcomm
Snapdragon
200

Android 4.2+ ADB ► Full memory dump
► Dump of all partitions

ROOT Access

eMMC Reading ► Full memory dump Working / partially working eMMC

HONOR Honor 6A Qualcomm
Snapdragon
430,

Android 7.0+,
userdata crypt

ADB ► Full memory dump
► Dump of all partitions

ROOT Access

Hard PFE Key ► Decryption of user data partition
► Full memory dump

Working CPU & eMMC

Hard PFE Key
(from dump)

► Decryption of user data partition
► Decryption of eMMC dump

Working CPU & eMMC

Data decryption (password, Android version, screen pattern,
touch and Face scan do not matter)

Full internal memory data access
WITHOUT DECRYPTION No encryption
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QualcommSerial ► Full memory dump WITHOUT
DECRYPTION of user data

Working CPU & eMMC

SD Card
decryption

► Decryption of mSD card Working CPU & eMMC

Honor 7C Qualcomm
Snapdragon
430,

Android 7.0+,
userdata crypt

ADB ► Full memory dump
► Dump of all partitions

ROOT Access

Hard PFE Key ► Decryption of user data partition
► Full memory dump

Working CPU & eMMC

Hard PFE Key
(from dump)

► Decryption of user data partition
► Decryption of eMMC dump

Working CPU & eMMC

QualcommSerial ► Full memory dump WITHOUT
DECRYPTION of user data

Working CPU & eMMC

SD Card
decryption

► Decryption of mSD card Working CPU & eMMC

Huawei Y5 (2019)
(AMN-LX9)

MediaTek
Helio A22

Android 9,
user data crypt

MTK_Serial ► Full memory dump WITHOUT
DECRYPTION of user data

Working CPU & eMMC

ADB ► Full memory dump
► Dump of all partitions

ROOT Access

Data decryption (password, Android version, screen pattern,
touch and Face scan do not matter)

Full internal memory data access
WITHOUT DECRYPTION No encryption
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Lenovo A5000 MediaTek
MT6582

Android 4.4+ ADB ► Full memory dump
► Dump of all partitions

ROOT Access

eMMC Reading ► Full memory dump Working / partially working eMMC

MTK_Serial ► Full memory dump Working CPU & eMMC

P70-A MediaTek
MT6752

Android 4.4+ ADB ► Full memory dump
► Dump of all partitions

ROOT Access

eMMC Reading ► Full memory dump Working / partially working eMMC

MTK_Serial ► Full memory dump Working CPU & eMMC

P780-4GB MediaTek
MT6589

Android 4.2+ ADB ► Full memory dump
► Dump of all partitions

ROOT Access

eMMC Reading ► Full memory dump Working / partially working eMMC

MTK_Serial ► Full memory dump Working CPU & eMMC

TAB2 A10-70L MediaTek
MT8732/816
5

Android 4.4+ ADB ► Full memory dump
► Dump of all partitions

ROOT Access

eMMC Reading ► Full memory dump Working / partially working eMMC

MTK_Serial ► Full memory dump (Android 4.4-7.0) Working CPU & eMMC

► Full memory dump WITHOUT
DECRYPTION of user data (Android 7.0+)

LG H422 (Sprint) MediaTek
MT6582

Android 4.4+ ADB ► Full memory dump
► Dump of all partitions

ROOT Access

Data decryption (password, Android version, screen pattern,
touch and Face scan do not matter)

Full internal memory data access
WITHOUT DECRYPTION No encryption
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eMMC Reading ► Full memory dump Working / partially working eMMC

MTK_Serial ► Full memory dump (Android 4.4-7.0) Working CPU & eMMC

► Full memory dump WITHOUT
DECRYPTION of user data (Android 7.0+)

L60 MediaTek
MT6752

Android 4.4+ ADB ► Full memory dump
► Dump of all partitions

ROOT Access

eMMC Reading ► Full memory dump Working / partially working eMMC

MTK_Serial ► Full memory dump (Android 4.4-7.0) Working CPU & eMMC

► Full memory dump WITHOUT
DECRYPTION of user data (Android 7.0+)

H502F MediaTek
MT6582

Android 5.0+ ADB ► Full memory dump
► Dump of all partitions

ROOT Access

eMMC Reading ► Full memory dump Working / partially working eMMC

MTK_Serial ► Full memory dump (Android 4.4-7.0) Working CPU & eMMC

► Full memory dump WITHOUT
DECRYPTION of user data (Android 7.0+)

Philips Xenium V526 MediaTek
MT6735

Android 5.1+ ADB ► Full memory dump
► Dump of all partitions

ROOT Access

eMMC Reading ► Full memory dump Working / partially working eMMC

MTK_Serial ► Full memory dump (Android 5.1-7.0) Working CPU & eMMC

Data decryption (password, Android version, screen pattern,
touch and Face scan do not matter)

Full internal memory data access
WITHOUT DECRYPTION No encryption
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► Full memory dump WITHOUT
DECRYPTION of user data (Android 7.0+)

Xenium V387 MediaTek
MT6782M

Android 4.4+ ADB ► Full memory dump
► Dump of all partitions

ROOT Access

eMMC Reading ► Full memory dump Working / partially working eMMC

MTK_Serial ► Full memory dump (Android 4.4-7.0) Working CPU & eMMC

► Full memory dump WITHOUT
DECRYPTION of user data (Android 7.0+)

Xenium w336 MediaTek
MT6575

Android 4.0+ ADB ► Full memory dump
► Dump of all partitions

ROOT Access

eMMC Reading ► Full memory dump Working / partially working eMMC

MTK_Serial ► Full memory dump (Android 4.0-7.0) Working CPU & eMMC

► Full memory dump WITHOUT
DECRYPTION of user data (Android 7.0+)

Prestigio Myze B3
(PSP512DUO)

MediaTek
MT6580

Android 6.0+ ADB ► Full memory dump
► Dump of all partitions

ROOT Access

eMMC Reading ► Full memory dump Working / partially working eMMC

MTK_Serial ► Full memory dump (Android 6.0-7.0) Working CPU & eMMC

Data decryption (password, Android version, screen pattern,
touch and Face scan do not matter)

Full internal memory data access
WITHOUT DECRYPTION No encryption



PC-3000 Mobile: the list of supported mobile devices (ver. 1.5.5)

Vendor Model SoC / CPU /
Platform Notes Access  method Capabilities Requirements

► Full memory dump WITHOUT
DECRYPTION of user data (Android 7.0+)

Samsung Galaxy
POCKET Neo
(GT-S5310)

BroadCom
BCM21654

Android 4.1+ ADB ► Full memory dump
► Dump of all partitions

ROOT Access

eMMC Reading ► Full memory dump Working / partially working eMMC

Sony Ericsson Xperia Sola ST Ericsson
NovaThor
U8500

Android 2.3+ ADB ► Full memory dump
► Dump of all partitions

ROOT Access

eMMC Reading ► Full memory dump Working / partially working eMMC

TP-LINK Neffos Y5L Qualcomm
MSM8209

Android 6.0.1.+ ADB ► Full memory dump
► Dump of all partitions

ROOT Access

eMMC Reading ► Full memory dump Working / partially working eMMC

QualcommSerial ► Full memory dump (Android 6.0.1-7.0) Working CPU & eMMC

► Full memory dump WITHOUT
DECRYPTION of user data (Android 7.0+)

Vivo Y91C MediaTek
Helio P22

Android 8.1+,
user data crypt

ADB ► Full memory dump
► Dump of all partitions

ROOT Access

MTK_Serial ► Full memory dump WITHOUT
DECRYPTION of user data

Working CPU & eMMC

Data decryption (password, Android version, screen pattern,
touch and Face scan do not matter)

Full internal memory data access
WITHOUT DECRYPTION No encryption
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Xiaomi Mi A1 (MDG2) Qualcomm
Snapdragon
625

Android 9.0+,
user data crypt

ADB ► Full memory dump
► Dump of all partitions

ROOT Access

Hard Key ► Decryption of user data partition
► Full memory dump

Working CPU & eMMC

Hard Key
(from dump)

► Decryption of user data partition
► Decryption of eMMC dump

Working CPU & eMMC

QualcommSerial ► Full memory dump WITHOUT
DECRYPTION of user data

Working CPU & eMMC

SD Card
decryption

► Decryption of mSD card Working CPU & eMMC

Redmi S2 Qualcomm
Snapdragon
625

Android 9.0+,
user data crypt

ADB ► Full memory dump
► Dump of all partitions

ROOT Access

Hard Key ► Decryption of user data partition
► Full memory dump

Working CPU & eMMC

Hard Key
(from dump)

► Decryption of user data partition
► Decryption of eMMC dump

Working CPU & eMMC

QualcommSerial ► Full memory dump WITHOUT
DECRYPTION of user data

Working CPU & eMMC

SD Card
decryption

► Decryption of mSD card Working CPU & eMMC

Data decryption (password, Android version, screen pattern,
touch and Face scan do not matter)

Full internal memory data access
WITHOUT DECRYPTION No encryption
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Redmi Note 3
Pro

Qualcomm
Snapdragon
650

Android 6.0+ ADB ► Full memory dump
► Dump of all partitions

ROOT Access

Hard Key ► Decryption of user data partition
► Full memory dump

Working CPU & eMMC

Hard Key
(from dump)

► Decryption of user data partition
► Decryption of eMMC dump

Working CPU & eMMC

QualcommSerial ► Full memory dump (Android 6.0-7.0) Working CPU & eMMC

► Full memory dump WITHOUT
DECRYPTION of user data (Android 7.0+)

SD Card
decryption

► Decryption of mSD card Working CPU & eMMC

Redmi 3S Qualcomm
Snapdragon
430

Android 6.0+ ADB ► Full memory dump
► Dump of all partitions

ROOT Access

Hard Key ► Decryption of user data partition
► Full memory dump

Working CPU & eMMC

Hard Key
(from dump)

► Decryption of user data partition
► Decryption of eMMC dump

Working CPU & eMMC

QualcommSerial ► Full memory dump (Android 6.0-7.0) Working CPU & eMMC

► Full memory dump WITHOUT
DECRYPTION of user data (Android 7.0+)

Data decryption (password, Android version, screen pattern,
touch and Face scan do not matter)

Full internal memory data access
WITHOUT DECRYPTION No encryption
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SD Card
decryption

► Decryption of mSD card Working CPU & eMMC

Xiaomi Redmi
4x

Qualcomm
Snapdragon
430

Android 6.0+ ADB ► Full memory dump
► Dump of all partitions

ROOT Access

Hard Key ► Decryption of user data partition
► Full memory dump

Working CPU & eMMC

Hard Key
(from dump)

► Decryption of user data partition
► Decryption of eMMC dump

Working CPU & eMMC

QualcommSerial ► Full memory dump (Android 6.0-7.0) Working CPU & eMMC

► Full memory dump WITHOUT
DECRYPTION of user data (Android 7.0+)

Redmi 5 Plus Qualcomm
Snapdragon
625

Android 8.1+,
user data crypt

SD Card
decryption

► Decryption of mSD card Working CPU & eMMC

Hard Key ► Decryption of user data partition
► Full memory dump

Working CPU & eMMC

Hard Key
(from dump)

► Decryption of user data partition
► Decryption of eMMC dump

Working CPU & eMMC

QualcommSerial ► Full memory dump WITHOUT
DECRYPTION of user data

Working CPU & eMMC

SD Card
decryption

► Decryption of mSD card Working CPU & eMMC

Data decryption (password, Android version, screen pattern,
touch and Face scan do not matter)

Full internal memory data access
WITHOUT DECRYPTION No encryption
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Mi A2 Lite Qualcomm
Snapdragon
625

Android 8.1+,
user data crypt

ADB ► Full memory dump
► Dump of all partitions

ROOT Access

Hard Key ► Decryption of user data partition
► Full memory dump

Working CPU & eMMC

Hard Key
(from dump)

► Decryption of user data partition
► Decryption of eMMC dump

Working CPU & eMMC

QualcommSerial ► Full memory dump WITHOUT
DECRYPTION of user data

Working CPU & eMMC

SD Card
decryption

► Decryption of mSD card Working CPU & eMMC

Mi 5 Qualcomm
Snapdragon
820

Android 6.0+,
user data crypt

ADB ► Full memory dump
► Dump of all partitions

ROOT Access

Hard Key ► Decryption of user data partition
► Full memory dump

Working CPU & eMMC

Hard Key
(from dump)

► Decryption of user data partition
► Decryption of eMMC dump

Working CPU & eMMC

QualcommSerial ► Full memory dump WITHOUT
DECRYPTION of user data

Working CPU & eMMC

SD Card
decryption

► Decryption of mSD card Working CPU & eMMC

Data decryption (password, Android version, screen pattern,
touch and Face scan do not matter)

Full internal memory data access
WITHOUT DECRYPTION No encryption



PC-3000 Mobile: the list of supported mobile devices (ver. 1.5.5)

Vendor Model SoC / CPU /
Platform Notes Access  method Capabilities Requirements

Mi 5 Pro Qualcomm
Snapdragon
820

Android 6.0+,
user data crypt

ADB ► Full memory dump
► Dump of all partitions

ROOT Access

Hard Key ► Decryption of user data partition
► Full memory dump

Working CPU & eMMC

Hard Key
(from dump)

► Decryption of user data partition
► Decryption of eMMC dump

Working CPU & eMMC

QualcommSerial ► Full memory dump WITHOUT
DECRYPTION of user data

Working CPU & eMMC

SD Card
decryption

► Decryption of mSD card Working CPU & eMMC

Mi 5 Prime Qualcomm
Snapdragon
820

Android 6.0+,
user data crypt

ADB ► Full memory dump
► Dump of all partitions

ROOT Access

Hard Key ► Decryption of user data partition
► Full memory dump

Working CPU & eMMC

Hard Key
(from dump)

► Decryption of user data partition
► Decryption of eMMC dump

Working CPU & eMMC

QualcommSerial ► Full memory dump WITHOUT
DECRYPTION of user data

Working CPU & eMMC

SD Card
decryption

► Decryption of mSD card Working CPU & eMMC

Data decryption (password, Android version, screen pattern,
touch and Face scan do not matter)

Full internal memory data access
WITHOUT DECRYPTION No encryption
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Mi Max 2 Qualcomm
Snapdragon
625

Android 7.0+,
userdata crypt

ADB ► Full memory dump
► Dump of all partitions

ROOT Access

Hard Key ► Decryption of user data partition
► Full memory dump

Working CPU & eMMC

Hard Key
(from dump)

► Decryption of user data partition
► Decryption of eMMC dump

Working CPU & eMMC

QualcommSerial ► Full memory dump WITHOUT
DECRYPTION of user data

Working CPU & eMMC

SD Card
decryption

► Decryption of mSD card Working CPU & eMMC

ZTE A510 MediaTek
MT6735P

Android 6.0+ ADB ► Full memory dump
► Dump of all partitions

ROOT Access

eMMC Reading ► Full memory dump Working / partially working eMMC

MTK_Serial ► Full memory dump (Android 6.0-7.0) Working CPU & eMMC

► Full memory dump WITHOUT
DECRYPTION of user data (Android 7.0+)

AXON7 Qualcomm
Snapdragon
820

Android 6.0+ ADB ► Full memory dump
► Dump of all partitions

ROOT Access

QualcommSerial ► Full memory dump (Android 6.0-7.0) Working CPU & eMMC

Data decryption (password, Android version, screen pattern,
touch and Face scan do not matter)

Full internal memory data access
WITHOUT DECRYPTION No encryption
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► Full memory dump WITHOUT
DECRYPTION of user data (Android 7.0+)

Nubia Z11
Mini

Qualcomm
Snapdragon
617

Android 5.0+,
userdata crypt

ADB ► Full memory dump
► Dump of all partitions

ROOT Access

Hard Key ► Decryption of user data partition
► Full memory dump

Working CPU & eMMC

Hard Key
(from dump)

► Decryption of user data partition
► Decryption of eMMC dump

Working CPU & eMMC

QualcommSerial ► Full memory dump WITHOUT
DECRYPTION of user data

Working CPU & eMMC

Data decryption (password, Android version, screen pattern,
touch and Face scan do not matter)

Full internal memory data access
WITHOUT DECRYPTION No encryption


